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(54) IHome network controlling via e-mails 

(57) In order to allow controlling of a home network 
(5) from remote, a gateway (1 ) connecting the home net- 
work (5) to a communication network (3, 12) additionally 
comprises an e-mail module (6). The e-mail module (6) 
enables the gateway (1 ) to connect itself to an e-mai| 
account (8) in order to transmit e-mails received by the 



e-mail account (8) via the communication network (3) to 
the gateway (1 ). The transmitted e-mails are processed 
by the gateway (1), infomnation is extracted therefrom 
enabling the gateway (1 ) to carry out network controlling 
procedures. Status information and error messages are 
sent back by the gateway (1 ) to the user (1 3) in fonn of 
e-mails. 
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Description 

[0001] The present invention pertains to a method of 
controlling a home networt< f rom remote, the home net- 
work being accessable via a gateway, and an apparatus 
therefore. 

[0002] A commonly used method for interconnecting 
and controlling home devices is to use home network- 
ing. Using such a home network, it is possible that any 
home device controls and communicates with any other 
home device. Further, it is possible to control these de- 
vices from remote. 

[0003] To do this, it may be desirable to use the Inter- 
net as a communication network connecting the remote 
user to the home network. Such a connection can be 
realized by a gateway as an interface between the home 
network and the Internet, for example. 
[0004] However, in such a case, it Is necessary to 
have the gateway pemnanently connected to the Inter- 
net, which is expensive and represents a security haz- 
ard. 

[0005] It is an object of the present invention to pro- 
vide a method of controlling a home network from re- 
mote, which is low In cost and which shows a high stand- 
ard of security. 

[0006] To solve this object, the present invention pro- 
vides a method of controlling a home network from re- 
mote, the home network being accessable via a gate- 
way, which is characterized by the steps of transmitting 
information located in an e-mall account assigned to 
said gateway from said e-mail account to said gateway, 
analyzing said transmitted information and carrying out 
home network controlling procedures on the basis of 
said transmitted infomnation by said gateway. 
[0007] Further, the present Invention provides a gate- 
way connectable to a communication network, the gate- 
way comprising a first connecting means to connect said 
gateway to said communication network, and a second 
connecting means connecting said gateway to a home 
network, characterized in that said gateway is connect- 
able to an e-mail account via said communication net- 
wori<, said gateway including an e-mall module compris- 
ing receiving means connected to said first connecting 
means for receiving e-mails via said communication net- 
work, said receiving means being connected to analyz- 
ing means for extracting information from said e-mails 
received by said receiving means and for processing 
said extracted information, and controlling means con- 
nected to said analyzing means for controlling devices 
within the home network according to an output of said 
analyzing means. 

[0008] Further preferred embodiments of this method 
and gateway according to the present invention defined 
in Independent claims 1 and 17. respectively, are de- 
scribed in the respective subclaims. 
[0009] An Important aspect of the present Invention Is 
that all Information needed by the gateway to control the 
home network Is provided by an e-mail account which 



is connectable to the gateway. This information is at 
least temporarily stored In the e-mail account and may 
consist of e-mails or be included in e-mails which have 
been sent from a remote user to said account. Another 
5 possibility is that the e-mail account generates the infor- 
mation itself by using software programs available with- 
in the e-mail account, for example. These programs can 
be adjusted by a user so as to artificially generate e- 
mails and store them in the e-mail account, the e-mails 
10 corrtaining the infomiation to control the home network. 
[0010] It may be desirable that the gateway connects 
itself to the e-mall account in order to cany out an e-mail 
scanning process. During this e-mail scanning process, 
the gateway in a first step finds out which e-mails stored 
15 In the e-mail account are of importance for controlling 
the home network. For example, the gateway may 
check If new e-mails have been sent to the e-mail ac- 
count, and focus all further actions on this special sort 
of e-mails. In a second step, the e-mail scanning proc- 
20 ess may extract data from the e-mails selected in the 
first step. For example, the data contained in the subject 
headers of the selected e-mails are extracted. This ex- 
tracted data is then transferred as the essential informa- 
tion needed by the gateway to control the home network 
25 to the gateway. 

[0011] The described scanning process can also be 
done by the e-mall account itself, which connects after 
completion of the scanning process to the gateway to 
transfer the data obtained by the scanning process to 
30 the gateway. 

[001 2] The scanning process may be restricted to on- 
ly checking If an arbitrary e-mail has been received by 
the e-mail account. For example, If the functionality of 
the gateway is restricted to switching on all lights and is 
35 property programmed in advance to do this, the only 
event of receiving an arbitrary e-mail by the e-mail ac- 
count is sufficient for starting this controlling procedure. 
Due to the restricted functionality no further information 
is needed. In such a case, the information transfen^ed 
40 from the e-mail account to the gateway may merely con- 
sist of a predetemnined signal, which is interpreted by 
the gateway to carry out the predetennined home net- 
work controlling procedures, which would mean switch- 
ing on all lights in the example given above. 
45 [0013] Alternatively, the infomnation transfen-ed from 
the e-mail account to the gateway consists of parts of 
received e-mails or of complete received e-mails. It is 
also possible that the e-mail account converts the re- 
ceived or artificially generated e-mails into a fomi sult- 
50 able to be processed by the gateway before sending 
these converted e-mails to the gateway. 
[001 4] The advantage of the above-described meth- 
od is that no pemnanent connection between a remote 
user controlling the home network and the gateway is 
55 necessary. By using the e-mail-account as a "command 
buffer", the "connection" between the remote user and 
gateway is split into two independent parts, which 
makes It possible to establish each part of the connec- 
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tion only on demand or within predetennined time inter- 
vals. The first part of the connection is the communica- 
tion networl< between the remote user and the e-mail 
account, the second part consists of the communication 
network between the e-mail account and the gateway. 
This reduces costs and increases security. 
[001 5] Another advantage is that the remote user can 
send home network commands at any time, since the 
e-mail account, preferably located at an Internet service 
provider, is available all the time. 
[001 6] Another advantage is that e-mail services are 
widely available. If the user has a mobile phone which 
is able to convert SMS messages Into e-mails, he can 
control the home network at any time from any point by 
sending SMS messages to the e-mail account, which 
are received by the e-mail account as e-mails. 
[0017] Status infonnation of the home network con- 
trolling procedures and error messages occurred during 
these procedures may be sent via the gateway to an e- 
mait account available for the remote user. Thus, the us- 
er can control if his commands sent In form of e-mails 
to the e-mail account have been property processed by 
the gateway. 

[0018] In the case that parts of e-mails or complete e- 
mails have been transmitted from the e-mail account to 
the gateway, the gateway analyzes the transmitted e- 
mails and extracts information therefrom. For example, 
the gateway extracts the infonnation contained In the 
headers of the e-mails, as this infonmatlon may contain 
task infonnation, i. e. infonnation which tells the gateway 
what to do with the rest of information contained in the 
e-mail. For example, the task infonnation may contain 
the task "controlling the home video system". The gate- 
way then knows that this e-mail is intended to control 
the home video system, and extracts controlling infor- 
mation needed therefore from the body of this e-mail. 
The controlling information contains additional informa- 
tion telling the gateway how to control the home video 
system in detail, for example. 
[0019] If the extracted task infonnation is sufficient to 
carry out the home network controlling procedure, the 
step of extracting controlling infonnation may be left. For 
example, if the task information contains the command 
"switching on all lights", the gateway does not need any 
further infonnation, and no controlling infonnation is ex- 
tracted from the e-mail. 

[0020] To increase security, the gateway may process 
only such transferred e-mails which carry authenticating 
infonnation. For example, the gateway may accept only 
such transfenred e-mails which carry a special sender 
address. Other e-mails are ignored or deleted. 
[0021] E-mails stored in the e-mail account which 
have already been scanned by the gateway or by the e- 
mall account, may be deleted after a predetennined pe- 
riod of time. 

[0022] To further Increase security, the e-mails may 
be encrypted by the remote user before sending them 
to the e-mail account, and decrypted either by the e-mail 



account or the gateway after having received them. 
[0023] Another advantage of the present invention is 
that the home network can even be controlled if a firewall 
is used, which does not allow that HTTP passes the 
s gateway for reasons of security. In such a case, a brows- 
er-based controlling of the gateway would not be possi- 
ble, for example. 

[0024] Further advantages and features of the 
present Invention will be explained below In conjunction 
10 with the following drawing. 

Fig. 1 shows a preferred embodiment of a gateway 
in accordance with the present invention. 

IS [0025] In the following description, an exemplary pre- 
ferred embodiment of a gateway for realizing the meth- 
od described above will be given. 
[0026] A gateway 1 comprises first connecting means 
2 to connect the gateway to a communication network 
20 3, and a second connecting means 4 connecting the 
gateway 1 to a home network 5. 
[0027] According to the present invention, the gate- 
way 1 further comprises an e-mail module 6. The e-mail 
module 6 comprises receiving means 7 for receiving in- 
25 formation transmitted from an e-mail account 8, which 
is conn actable with the gateway 1 via the communica- 
tion network 3. The receiving means 7 is connected to 
the first connecting means 2, and also connected to an 
analyzing means 9 for extracting infonnation from the 
30 e-mails received by the receiving means 7 and for 
processing the extracted infonnation. The analyzing 
means 9 is also included in the e-maii module 6. 
[0028] The e-mail module 6 further comprises control- 
ling means 10 connected to the analyzing means 9 and 
35 the second connecting means 4 for controlling devices 
within the home networic 5 via the second connecting 
means 4 based on infonnation extracted from the e- 
mails by the analyzing means. 
[0029] The receiving means 7 coordinates the trans- 
40 mission of Infonnation of the e-mail account 8 via the 
communteation network 3 and the first connecting 
means 2. It can cause a modem or an ISDN device In- 
cluded in first connecting means 2 to dial up to the e- 
maii account 8, and has storage means (not shown) for 
45 storing received information. 

[0030] The analyzing means 9, the controlling means 
10, the receiving means 7 and the first connecting 
means 2 are connected to a sending means 11 to send 
status information or error messages to the sending 
50 means 1 1 . The sending means 1 1 then converts the sta- 
tus information or the error messages into e-mails and 
sends them via the first connecting means 2 and the 
communication network 3, 12 to the user 13. 
[0031 ] The sending means 1 1 may also send e-mails 
55 to the e-mail account 8. The user could then connect 
himself via the communication network 12 to the e-mail 
account 8 and read the en-or messages or status Infor- 
mation stored as e-mails within the e-mail account 8. 
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Claims 



1 Method of controlling a home network (5) from re- 
mote, the home network (5) being accessable via a 
gateway (1). characterized by the following steps: 

. transmitting infomnatlon located in an e-mail ac- 
count (8) assigned to said gateway (1) from 
said e-mail account (8) to said gateway (1). 

- analyzing said transmitted information and car- 
rying out home network controlling procedures 
on the basis of said transmitted infomnation by 
said gateway (1). 

2 Method according to claim 1 , characterized by an 

e-mail scanning process of said e-mail account (8), 
said infonnation being transmitted to said gateway 
(1) being generated before said transmission ac- 
cording to a result of said e-mail scanning process. 

3 Method according to claim 2, characterized by us- 
ing said gateway (1 ) or said e-mail account (8) itself 
for said e-mail scanning process. 

4 Method according to anyone of the preceding 
claims, characterized In that said steps of trans- 
mitting said infomnation Is done by transmitting at 
least parts of e-mails. 

5 Method according to anyone of the preceding 
claims, characterized In that said steps of trans- 
mitting said infomnation is done by transmitting 
complete e-mails. 

6 Method according to anyone of the preceding 
claims, characterized by sending e-mails to said 
e-mail account (8) by a remote user (13). 

7 Method according to anyone of claims 4 to 6, char- 
acterized In that said step of analyzing said trans- 
mitted e-mails comprises a step of extracting Infor- 
mation of said transmitted e-mails and a step of 
judging whether said transmitted e-mails are in- 
tended to cause home networl< controlling proce- 
dures, said step of judging being at least partially 
based on said extracted information. 

8. Method according to claim 7, characterized In that 
said step of extracting Information comprises a step 
of extracting task Infomnation from the subject head- 
ers of said transmitted e-mails and a step of extract- 
ing controlling intomiation from the bodies of said 
transmitted e-mails. 

9. Method according to claim 8, characterized In that 
said step of judging whether said transmitted e- 
malls are Intended to cause home network control- 
ling procedures is based on said extracted task in- 



formation. 

10. Method according to claim 8 or 9, characterized in 
that said step of carrying out home network control- 
5 ling procedures is based on said extracted control- 
ling Infomnation. 



11. Method according to anyone of the preceding 
claims, characterized In that said gateway (1) 

10 sends status information and error messages as e- 
mails to a remote user (13). 

12. Method according to anyone of claims 3 to 11 , char- 
* acterlzed In that said e-mail scanning process of 

15 said e-mail account (8) is done in regular time inter- 
vals by said gateway (1). 

13. Method according to anyone of the preceding 
claims, characterized by carrying out home net- 

20 work controlling procedures only on the basis of 
such transmitted information which carries authen- 
ticating information, 

14. Method according to anyone of claims 4 to 1 3, char- 
ts acterlzed by carrying out home network controlling 

procedures only on the basis of such transmitted e- 
mails which cany a special sender address. 

15. Method according to anyone of claims 6 to 14, char- 
30 ' acterlzed by encrypting at least parts of said e- 

mails before sending them by said remote user (1 3) 
to said e-mail account (8), and decrypting them by 
said gateway (1) after having transferred them to 
said gateway (1). 
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16. Method according to anyone of claims 2 to 15, char- 
acterized by deleting such e-mails of said e-mail 
account (8) already scanned by said e-mail scan- 
ning process after a predetemnined period of time. 

17. Gateway (1) connectable to a communication net- 
work (3), the gateway (1 ) comprising a first connect- 
ing means (2) to connect said gateway (1) to said 
communication network (3), and a second connect- 
ing means (4) connecting said gateway (1) to a 
home network (5), characterized in that said gate- 
way (1) is connectable to an e-mail account (8) via 
said communication network (3). and includes an e- 
mail module (6) comprising receiving means (7) 
connected to said first connecting means (2) for re- 
ceiving e-mails via said communication network (3), 
said receiving means (7) being connected to ana- 
lyzing means (9) for extracting infomnation from said 
e-mails received by said receiving means (7) and 
for processing said extracted infomnation, and con- 
trolling means (10) connected to said analyzing 
means (9) for controlling devices within the home 
network (5) according to an output of said analyzing 
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means (9). 

18. Gateway (1) according to claim 17, characterized 
In that said receiving means (7) comprises a trans- 
ferring means for transferring e-mails of said e-mail 5 
account (8) to said gateway (1). 

19. Gateway (1) according to claim 17 or 18, charac- 
terized in that said e-mail module comprises a 
sending means (11) connected to said first connect- io 
ing means (2) for sending e-mails from said gate- 
way (1) to an e-mail account (8) of a remote user 
(13), said e-mails to be sent by said sending means 
(11) being generatable according to an output of 
said controlling means (1 0), said analyzing means is 
(9) and said controlling means (10) by said sending 
means (11). 
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